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Motivation 

Web Cybersecurity 





www.indiana.edu/~phishing 
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Outline 
•  Social phishing = id-theft attack exploiting 

social network context 
•  How to harvest social networks from the 

Web 
•  An experiment 
•  Results 
•  Discussion: why, how, reactions, ethics 



Questions 

Web Mining: 
How easy is it to mine  
actionable information 
about people�s  
social networks 
from public Web sites? 

Cybersecurity: 
Can phishing attacks 

become more  
effective  

(dangerous)  
by exploiting  

context information  
about targets (victims)? 

social 
phishing 















Experiment Design 
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Response 
Dynamics 

Unique Visits and Authentications per Hour
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Gender Effects 

To Male

To Female

To Any

From

Male

From

Female

From

Any

0%

10%

20%

30%

40%

50%

60%

70%

80%

S
u

c
c
e
s
s
 R

a
t
e

From Male 53% 78% 68%

From Female 68% 76% 73%

From Any 65% 77% 72%

To Male To Female To Any



Business
Education

Liberal Arts
Science

Technology
Other

Control

Social

72%

68%
71%

80%

36%

67%

19%

50%

19%

0%
0%

14%
0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

S
u

c
c
e
s
s
 R

a
te

Major

Exp

More 
Demographics 

? 

Senior
Junior

Sophomore

Freshman

Other

Control

Social

68% 69% 71%
76% 76%

5%

13%

26%

14%

50%

0%

10%

20%

30%

40%

50%

60%

70%

80%

S
u

c
c
e
s
s
 R

a
te

Class

E
x
p



Conservative
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Human Subjects Approval 
•  Two parts: 

1.  Collection of social network data, IU 18-24 (exempt) 
2.  Phishing attack experiment (IRB full review) 

•  Benefits: 
1.  determine actual number of people (college-aged/college 

students) who would respond to a phishing attack by providing 
personal information 
–  objective baseline essential for development of  

countermeasures (defenses) to reduce vulnerability via 
computer software and educational programs 

2.  assess the influence of social context (being attacked via a 
friend�s spoofed email address or via an unknown address) 

3.  assess how easy it is to use publicly available information to 
stage a phishing attack 

4.  increase awareness in the general public about phishing and 
the dangers of disclosing personal information on the Web 



Human Subjects Approval 
•  Waiver of Consent (CFR 46.116(d)) 

1.  no more than minimal risk 
2.  not adversely affect rights and welfare of subjects 
3.  research could not practicably be carried out without waiver 
4.  pertinent information after participation 

•  Debriefing email, information web site, anonymous blog 
•  Deception 

–  �only when there are no viable alternative procedures� 
–  �rare instances in which no consent can be obtained […]: e.g., 

if the researcher pretended to lie unconscious on a sidewalk 
and noted how many and what sorts of persons stopped, 
attempted assistance, or simply hurried past� 



4/28 IDS 1st page 

4/27 IDS Editorial 

Reactions 
Timeline 

4/21 
Start  
exp 

4/24/2005 
•  End exp 
•  Debrief email  
  w/links to site  
  & blog 

4/25 
65 
posts 
on blog 

4/26 IDS 1st page 

4/26 (p.m.) 

4/26 
327 
posts 
on blog 

4/27 
UITS 
news,  
KB 
updated 

4/27 
Blog closed 
(440 posts) 

In May… 



Complaints 
•  30 complaints (1.73 % of total participants) 

were made to the Support Center; 
forwarded to researchers 

•  Feedback to researchers: 
–  Upset/complaints: 28 messages  (1.6%) 
–  Wanted exclusion: 7 messages (0.4%) 
–  Positive feedback: 13+ messages (0.75%) 
–  Majority of comments on blog and �/.� positive 



Some observations gleaned from 
posted responses/criticisms 

•  Anger:  
–  �This was unethical/inappropriate/illegal/unprofessional/fraudolent/self-

serving/useless… You should be fired/prosecuted/expelled/stomped…� 
•  Denial of one�s vulnerability to phishing:  

–  �I did not fall for it, but my friend did… I would never fall for a phishing 
attack…� 

•  Misunderstanding of spoofing:  
–  �You hacked into my email account!� 

•  Overestimation of security of email:  
–  �I can�t believe IU/UITS was an accomplice!� 

•  Appreciation of email vulnerability:  
–  �I thought I had a virus…� 

•  Underestimation of dangers of publicly posted personal info:  
–  �How did you get my address book?… Violation of privacy… Information on 

[www…com] is not public…� 
•  Misunderstanding of experiment:  

–  �Should have asked for my permission before attack� 



Other criticism of experiment 
•  Undue stress at end of semester 
•  Anonymous blog open to abuses and offensive 

comments 
–  from subjects to researchers  
–  from �/.� crowd to subjects who complained 

•  Exploitation of most vulnerable population (students) 
for benefit of wider community 

•  Identity deception may be illegal 
•  Waiver of consent should not have been granted b/c 

subjects� right to be treated ethically was violated 
•  Too many subjects? Biased sample? 



How many 
subjects? 
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�I was on slashdot.org and found this blog. 
AND I�M UPSET….. I don�t know why I�m 
upset but I figured since everyone else was 
UPSET…. I would be too. How dare you 
cause me to be UPSET…. I was happy just 
looking at the Longhorn pics and next thing 
I know I�m UPSET….. Why on earth would 
anyone be UPSET as me. I didn�t get my 
identity stolen. Heck I don�t even live in 
INDIANA…. Which makes me UPSET……� 

 
-Blog post by Anonymous Coward 


